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We invite you to come on an exciting learning journey.

 Discover, create, invent, explore.  Join the adventure …….

Rivington Primary School

Service Continuity Plan

This document outlines the service continuity plan for ICT services in case of loss of service through both major and minor events. It documents the ICT services used in the school, the physical assets which make up these services and the data created and stored within these services. It also documents the key people involved in providing these services and their role in providing service continuity in the event of a loss of service.
ICT plays an increasingly greater role in terms of the management and administration of the school and also in the delivery of the curriculum. The importance of the schools ICT systems is not undervalued and as a result of this we have undertaken a support and maintenance contract with Agilisys Business Services, the LEA approved ICT contractor, in order to safeguard these systems and to maximise their use.

The document is in 3 main parts. The Asset Register details the physical ICT equipment which makes up the schools ICT systems. Service Continuity Management looks at services and key aspects and deals with the risks to these and the measure required to protect them and to recover in the event of a failure. The Team section provides details of the people who have a responsibility within service continuity management.

This document is a constant work in progress and will need to be amended whenever ICT assets and services are added, modified or removed. It should also be reviewed annually to ensure its relevance and kept up to date.

Reviewed September 2017
Asset Register

	Item
	Make / Model
	Asset ID
	Warranty expiration
	Description
	Location 

	Server
	Dell PowerEdge T320
	6HR4KY1
	9/8/2018
	Curriculum Server
	Outside ICT Suite

	Server
	Dell PowerEdge T310
	1SJ0P4J
	10/03/2015
	Old Curriculum Server

Out of commission
	ICT Suite

	Switch
	HP2620
	
	SLA
	MAN connectivity switch
	Cookery Room

	Switch
	3Com Switch 4200
	LDZV7PJ6A0280
	Expired
	Network Switch
	Cookery Room

	Switch
	HP Procurve 2520G
	
	
	POE Network Switch
	Cookery Room

	
	
	
	
	
	

	Wireless Access Points
	Aruba 101AP
	
	SLA
	Wireless Access Point
	Various locations


For complete Asset Register see separate document

Service Continuity Management

School Systems - Countermeasures & Contingency

	Service
	Components
	Availability
	Impact of Asset Loss
	Threat and Likelihood
	Recovery Time
	Counter Measures
	Contingency
	Staff Responsibility

	Technical Infrastructure

	Whole System
	Everything
	Always
	Very High
	Low – 

Fire

Flood
	1 – 3 days
	Check Backup storage
Arrange partner site

	Move to temporary site
Obtain loan server
Restore data from backup
	Headteacher

Office Manager
ICT Co-ordinator
Agilisys

	MAN Connectivity

(Internet / Email etc)
	HP2620  Switch

Fibre link
	Always
	High
	Low- Hardware Failure or Line Failure
	1 day
	Review SLA with LEA
	Contact Agilisys
	ICT Co-ordinator
Office Manager
Agilisys

	Cabling – Power
	Wire and power sockets
	Always
	High
	Low
	1 days
	Review SLA with property services
	Contact Building Services
	Office Manager

	Cabling – Data
	Wire and data points
	Always
	High
	Low
	1 – 5 days
	Review SLA with property services
	Contact Building Services
	Office Manager
Agilisys

	Connectivity
	3COM 4400 SE Switch x 8

Fibre converters

Wireless
	Always
	Medium – High (depending on switch location)
	Low
	½ day
	Spare switch for standby
	Replace with standby switch


	Agilisys
ICT Co-ordinator

	Server 1 
	Dell PowerEdge T320
	Always
	High
	Medium – Hardware Failure

Operating System corruption
	1 - 2 days
	Check warranty details
Check Backup  procedure
	Restore from backup

Contact Vendor
	Office Manager
ICT Co-ordinator

Agilisys

	Office PCs
	
	Always
	Medium
	Medium – Hardware Failure

Operating System corruption
	1 day
	Check warranty details
	Repair / Replace PC

Use curriculum PC in meantime
	Office Manager
Agilisys


	Staff Laptops
	
	Always
	Medium
	Medium – Hardware Failure

Operating System corruption

Theft / damage
	1 – 5 days
	Ensure data is copied to server

Check warranty
	Repair / Replace laptop

Restore from backup
	ICT Co-ordinator

Agilisys

	Curriculum PCs
	
	Always
	Medium
	Medium – Hardware Failure

Operating System corruption
	1 – 5 days
	Images saved on server

Check warranty
	Repair / Replace PC

Restore from images
	ICT Co-ordinator

Agilisys


	Whiteboard / Projectors
	
	Always
	Medium
	Medium – Hardware failure

Lamp life exceeded
	1 -5 days
	Check warranties

Spare projector?
Stock lamps
	Contact vendor
Replace equipment
	ICT Co-ordinator
Agilisys

	Management Information Systems

	Data & Documents
	Staff data and documents

Office PC’s

Server
	Always
	High
	Medium - 
Human Error
Virus Hardware Failure
	1 – 3 days
	Check Backups

System Maintenance

Keep Anti-Virus up to date

Anti-virus installed on home pc’s
	Restore from backup
	Office Manager
ICT Co-ordinator

Agilisys

	MIS Data
(SIMs, FMS etc)
	SIMS and FMS databases
Office PC’s
Server
	Always
	High
	Medium -
Software Corruption 

Human Error

Virus

Hardware Failure
	1 days
	Check Backups

System Maintenance
	Restore from backup
	Office Manager
Agilisys

	Curriculum

	Data
	Pupils and staff data and documents

Server
	Always
	Medium
	Medium -

Software Corruption 

Human Error

Virus

Hardware Failure
	1 – 5 days
	Check backups

System Maintenance 
	Restore from backup
	ICT Co-ordinator
Agilisys

	Application Software
	Installation discs
Application files
Server
	Always
	Medium
	Low
	1 – 3 days
	Check backups

System Maintenance 
Keep software installation discs secure

Centralise software ordering and storage
	Restore from backup

Re-install software
	Ict Co-ordinator
ICT Technician

Agilisys



School Systems – Team 

	Recovery Team Details
	Name
	Position
	Contact Details
	Responsibility

	
	
	
	
	

	
	Agilisys
	Contractor
	0808  196 6996
	ICT Support and Maintenance 

	
	John Clarke
	ICT Co-ordinator
	01744 678493
	Curriculum systems

	
	Glenys Chalk
	Head Teacher
	01744 678493
	Service Continuity Plan

	
	Lynn Graham
	Office Manager
	01744 678493
	MIS Systems

	Invocation Personnel
	Office Manager, ICT Co,  Head Teacher, and Agilisys (depending on responsibilities)

	Contingency plan
	Head Teacher, Office Manager, ICT Co-ordinator, Agilisys

	Communication plan
	Head Teacher, Office Manager, ICT Co-ordinator, Agilisys

	Recovery steps
	Contact Agilisys service desk in 1st instance

	Distribution
	To all with a responsibility for any element of the plan

	Service Continuity Documents
	Responsibility for keeping all documents up to date: Head Teacher, ICT Co-ordinator
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